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Abstract
This paper deals with studying Authentication conception and the methods
which are used to achieve it focusing on Digital Signature method for the
high level of Authentication it provides and the secure way of moving data
through computer's net. Also, it is considered one of the new methods in the
field. The research proposes a method for Digital Signature depending on
the right features and ideas of achieving Authentication methods previously
used. The mechanism method includes using the idea of a one way hash
function to obtain the Message Digest, and also including Authentication
inquiry depending on Symmetric Encryption System which includes
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providing specific structure to the message which has been designed before.
Encryption process includes the procedure of replacing message letters and
symbols depending on the statistical features of English. This method
provides high level of randomness to the yield text, hence it achieves high
degree of Authentication and will secure the moving data through
computer's net. It also opens the way before the workers in banking and the
commercia sector through using the electronic Net's to cope with the
development in thisfield .
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Bits Value Bits Value Bits Value
1 Message 24 Message 47 Hour
2 Message 25 Message 48 <
3 Message 26 $ 49 Day
4 Message 27 E Freqg. 50 <
5 Message 28 $ 51 <
6 Message 29 + 52 Message
7 Message 30 | Freq. 53 Message
8 Message 31 + 54 Message
9 Message 32 * 55 Message
10 Message 33 T Freq. 56 Message
11 User Code 34 * 57 Message
12 User Code 35 Message 58 Message
13 User Code 36 Message 59 Message
14 User Code 37 Message 60 Message
15 $ 38 Message 61 ?
16 A Freq. 39 Message 62 Odd
17 $ 40 Message 63 ?
18 Message 41 < 64 ?
19 Message 42 < 65 Even
20 Message 43 Second 66 ?
21 Message 44 < 67 Message
22 Message 45 Minute 68 Message
23 Message 46 < 69 Message....etc
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1
The original message :
“ authentication is a process by which receiver can verify the message
integrity “
The message after digital signature :
“ #rt oas UHTT77$9%Henteoit
$15$+13+yennarihce* 14* <<26<14<09<17<<srtswem?3?7?12?2@@m
thga oteag#nnapeas emfthaveo#rehavtarahe™
2.
The original message :
“Encryption is a process of disguising confidential information in such
away that it's meaning is unintelligible to an unauthorized person .
The message after digital signature :
“oitcmhroa2222%$9%i hcettente$8$+9+tdefiennar* 17* <<30<44<03<12
<<otntugn?11?727?.eoinhacedakthis u#oueo#el ealytgtlla
otouentegoto#apen’ te #s em#wettesruneoteoit #phifotel#t oadtfoiregh

3.

The original message :

“A hash function H is a transformation that takes a Variable length

Message as input m and returns a fixed-size string , which is called the

hash value h (that is, h=H(m)) “

The message after digital signature :

“ouf esnttsett4444$18%teseoit $11$+13+fno#h
etfen* 11*<<60<45<09<28<<it  #phi?0??17%e.€))p(s=se,nte  #s
(eseaul#tvesnttseas edall#rentesrtswe,egoth  neaktn-daxtfettenohu
ahedo#epe ucoten#eag#nnapes goal eal y#th#V ettenab# e #s eo™ «
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