Al-Hadba” Un. College\ Future Studies Center\ Prospective Research (49) 2021

The Impact of Implementing
COBIT 2019
Framework on Reducing the Risks of e-Audit

Thabit H. Thabit
Dept. of Computers Engineering and Information, College of Electronics
Engineering, Nineveh University, Mosul — Iraqg.

Abstract

This research aims at clarifying the concept of COBIT2019
framework, its most important advantages, and public awareness level
of its implementation benefits in IT environment, as well as clarifying
the most important risks facing e-Audit to explain the potential impact
of the COBIT2019 implementation on reducing the risks of e-audit.

The researcher employs descriptive approach by sending e-
questionnaires to academics and auditors in Erbil - Irag, and analyzing
collected data by statistical tools using SPSS. He concludes that there
is an average interest by responders in Erbil to implement COBIT2019
as an effective system in reducing e-audit risks, and the applying of e-
audit through the efficient implementation of COBIT2019 can
enhance the position of the audit profession as an important control
tool. Main recommendations of this research can be the government
should work to reduce the e-audit risks by enforcing all organizations
to implement COBIT2019 framework, and it should encourage the
applying of e-Audit in the organizations because that can be a good
motivation to enhance the IT infrastructure in the country.

Keywords: COBIT2019, e-Audit, IT, Cloud Computing, Digital
Divide.

Received: 1/9/2020 Accepted: 31/1/2021



Thabit H. 2
COBIT2019 Jas o} sabis 31

PIFEIY BB Hlolis S5 e

&l Gluwa &l
S gAY Lwaia LS (S loglaally o goulad) Lwsia awd

JLall — Jeoge (593 dasla

wodddiuwall

@issas paaly COBIT2019 Jac ;lbf pgphe madsss S Eayll 13a Sugs
st dl BLOFL Ologlaall L5 L § o3adiS Wilgdy alall o gll (ggiuny
Gkl Jalaall SY mud gl Jal go AP GaSulll dalgs Al Hbliall aal
pudicas 3 (gAY BBLI Hblie o wall olis COBIT2019 ee ol
O] Lawlgs OLL aea Gayb b oo SLTWY meiell Sl
Jalsly (Gl — dul § celiey onanslST g LSRGl & oletal
SPSS Liclaiadl aslall Lolanyl Lojall aludiuwl Lilas) daaaall SGLL
il Jasl @ Cpmaadaad) Ji3 (e Uaigie Loluial dlia i g Salall palisg
O 3 (PRSP GBui Hblhe o wall Js alais COBIT2019 (oo o)
oSas COBIT2019 Jas ;o3 ¢ s3SI 383l JMS o (5 g RSP BB Gaakal
Boamdy Gl ooy B, Lage 3101 Laay GBI Lige LS (o 338 O
Slabaiall pasa a3l JI& o (PRSI B3l Hblae JaliS ) dogSadl da g3
3B Gaalad LogSall aadd o Auisy LS (COBIT2019 Jae o) dudity
Zanall 5a5ai o Ladls 09 o Sas i3 Y LOLaTY Slaagll § (5 gRY
AUgadl § Oleglaadl O LA LAl

Luwgall (S Gasui (COBIT2019 oe [lo] :diatiall Stassy
Zaa3 B gadtl (Luslaull



Prospective Researches 3

1. INTRODUCTION

The tremendous development of IT and the heavy
dependence on cloud computing, Internet, and the use of
portable storage devices was the motivation for the emergence
of a framework to define the controls of IT and related
technologies through internationally accepted standards, and
indicators of best practices to help benefit from the use of IT
at the highest levels of efficiency, in addition to create an IT
environment in which IT can be easily governed and
controlled.

2. Problem Statement
The emergence of e-Audit as a result of the significant
development in the use of IT to prepare the financial
statements led to the emergence of many challenges and risks
that faced the audit profession, which led to many relevant
organizations proposing solutions to reduce these challenges
and risks, one of the most important of these solutions is the
COBIT framework. So, the problem of study lies in the
following question: Can COBIT2019 implementation reduce

the risks of e-Audit?

3. Research Objectives
This research aims to achieve the following objectives:

1. Clarifying the concept of COBIT2019 framework, its most
important advantages, and the public awareness level of its
implementation benefits in IT environment.

. Clarifying the most important risks facing e-Audit.
3. Explaining the potential impact of the COBIT2019
implementation on reducing the risks of e-Audit.

N

4. Research Importance
Importance of research can be emerged from influence of
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e-Audit as an added value for any organization that uses IT
and that needs to enhance this added value by a reliable
framework to reduce the risks of using e-Audit.

5. Research Hypotheses
Basically, this research based on the main hypothesis as

following:

e Hji: There is a statistically significant effect of COBIT2019
on reducing e-Audit risks

e The main hypothesis stems from the following sub-
hypotheses:

e Hii: There is a significant effect of planning and
organizing on reducing e-Audit risks.

e Hio: There is a significant effect of ownership and
implementation on reducing e-Audit risks.

e Hai.s: There is a significant effect of support and delivery on
reducing e-Audit risks.

e His: There is significant effect of monitoring and
evaluating on reducing e-Audit risks.

e Hais: There is significant effect of control on reducing e-
Audit risks.

6. LITERATURE REVIEW
6.1COBIT2019 Framework:
The Concept:

Control  Objectives for Information and Related
Technologies (COBIT) is an IT management framework
developed by Information Systems Audit and Control
Association (ISACA) to help companies for developing,
organizing, and implementing information management and
governance strategies[1].

COBIT contains the latest ideas in corporate management,
and is considered one of the most important developments in
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the field of IT governance, which was first published in 1996 to
reduce the difficulties faced by auditors under the electronic
accounting systems, as well as to create a working guide for
auditors in the IT environment[2]. It also helps organizations to
get the most out of their information, understand the risks
surrounding them, and speed up access to information.

COBIT can be considered as a derivative relationship
between IT operations, IT resources, and business
requirements[3]. It consists of a set of guidelines that are
comprised of critical success factors, key goals, and
performance indicators, and integrates other frameworks in
order to fully cover the organization's activities[2].

The Historical Background:

COBIT was first released in 1996 as a set of IT control
goals for helping the audit community to improve the
development of IT environments[4]. In 1998 ISACA released
its second version of COBIT, which expanded the framework
to apply outside the audit community. COBIT4 was released in
2005 and upgraded to COBIT4.1 in 2007. These versions
included more information on the governance related to IT.

ISACA released COBIT5 in 2012 and it added additional
function to COBIT5 in 2013 which included more information
for companies about risk management and information
management[5].

In 2018 ISACA announced an updated version of COBIT,
which is the summary of the system evolution over nearly 25
years and was named COBIT2019[6]. COBIT2019 has been
designed to keep pace with the most frequent updates,
contribute to develop more flexible and collaborative
governance strategies, and adapt to new and changing
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technology[7], where COBIT2019 updates the framework of
organizations by taking into account new security trends,
technologies, and needs.

The Objectives of COBIT2019:

COBIT2019 main objective is designing a framework that
gives organizations more flexibility when developing a strategy
for IT governance by introducing new concepts and terms into
the core model of COBIT, which includes 40 goals for
governance and management in order to develop a
comprehensive program of governance, and also enables
performance management with more flexibility when using
maturity and ability measurements. So the objectives of
COBIT2019 can be listed as following:

1. Providing a framework for assessing, directing, and
monitoring IT in the organization.

2. Creating the optimum value of IT through a set of enabling
factors that define processes, roles, responsibilities, and
accountability.

3. Striving to improve the organization through the effective
management by obtaining new opportunities and activities
via the evaluation of the risks and costs related to them.

4. Proving that the current IT function is in line with business

needs and aims to enhance business performance in

organizations by ensuring compliance with external
requirements such as laws, policies, and contractual
obligations, and keeping IT-related risks at a minimum level.

Seeking to reduce the costs of IT services

6. Ensuring high-quality information that supports business
decision-making, generates added value for business through
IT-related investments, and achieves competitive advantage.

o
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The Implementation of COBIT2019:

COBIT 2019 framework can be implemented by merging
the business activities with IT activities. In other words, the
governance and management of IT must be applied as an
integral part of governance in the organization to cover all
business and IT responsibilities[5]. In addition, the organization
must have an executive management to set achievable goals,
and extend the scope of the system's work[8].

The context of the organization's work must be fully
understood in order to implement its strategies, as well as, the
various factors surrounding the organization (internal and
external) must be taken into consideration, such as community
ethics, culture, internal regulations and instructions, and
international standards[2].

6.2 The Theoretical Framework of e-Audit:
The Concept

Audit is one of the most important functions performed by
the auditor in the organization because it ensures the reliability
and transparency of the financial statements and the annual
reports of the organization, thus reducing the financial and
administrative corruption, enhancing the credibility of the
financial statements, contributing to rationalizing the
organization's decisions, and increasing the public trust in the
organization, which leads to increase investment, to attract
external investors, and to strengthen the organization's position
internally and externally[9].

Due to the development of IT, and the development of the
accounting profession, its dependence on the technical aspect,
and its use of new technologies, it was necessary to develop
audit to e-audit in order to keep pace with the evolution of
IT[10].
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e-Audit can be defined as "all traditional audit activities but
operates within an electronic environment"[11], which means
e-audit is the audit and review of electronic documents, inputs,
financial statements and periodic reports produced by e-
accounting[9].

The organization can eliminate the physical limits and
routine procedures when conducting business transactions by
using IT resources, operating in a virtual environment, and
dealing with electronic data audited by the audit firms, which
speeds up the audit process and reduces the costs and
errors[12].

The Methods of e-Audit
There are three main approaches in auditing companies with

an electronic information environment that can be expressed as

follows[13][14]:

1. Audit around the computer: It is the testing of data processed
by computer electronic systems and the comparison of
electronic outputs with manual outputs. This approach can
be effective when electronic systems are simple and direct.

2. Audit through the computer: It is the use of information
technologies to assist the auditor in performing his/her work.
Although these techniques may radically improve the
auditor's ability and effectiveness, they are still used mainly
for performing objective tests only.

3. Audit by the computer: This approach focuses on the
electronic test, the processing steps, the programming logic,
the procedures of the amendment, the programmed control
through the integration of all the electronic and human
accounting procedures, and then identify the errors that
occurred in it. For this reason, it is possible to rely on the
outputs of this approach in a very acceptable manner as the
degree of reliability will be very high. So, audit by the
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computer can be very suitable for testing information and
system in IT.

The Challenges of Using IT in e-Audit:
With the growing sophistication of IT and the growth in
using IT, e-audit faces many challenges as follows:

1. The risks of using portable and mobile storage devices:

The transfer and storage of data and information in the IT
environment is related to portable and mobile devices for
processing or storing data. Despite the ease of use of these
devices, there are many risks that they face, which can be
summarized as follows[15]:
eThe small size of the portable electronic devices makes

them wvulnerable to theft or loss and thus access to
unauthorized persons to use or to view the data and
information stored, especially if the data and information is
not encrypted or password protected.

e The ease of using electronic devices in the transfer of data
and information outside the electronic system, making it
difficult to maintain data and information within a specific
environment.

eThe risk of loss of data or information stored on storage
devices incidentally as a result of malfunction of the mobile
storage device or intentionally caused by internal or
external sabotage.

eEasy infiltration of spyware or malware into the electronic
system through the use of portable storage devices where
they can be a means of entering malicious software to the
electronic system either incidentally or for purposes of
sabotage.

eDeleting data and information stored on portable storage
devices does not completely delete it. There are many
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programs that can recover deleted data and thus be used by
unauthorized persons.

2. The risks of using cloud computing:
The development of communications led significantly
increased the use of cloud computing in the exchange of data
and information. Despite the great benefit of this technology
in providing electronic repositories of storage, and facilitate
the participation of documents, there are some risks
associated with it as follows[16][17]:
eReducing the cost and achieve substantial savings using
cloud computing may affect the work of some
organizations by lowering barriers to the entry of new
competitors or the threat of some of the activities of
organizations competition.

¢\When the organization adopts the use of cloud computing
technology it will involve an external party in its digital
resources, which will lead to security risks in the
management of the organization's resources.

eThe heavy reliance on cloud computing technology
dramatically by the organization will lead to the inability of
the organization to meet the needs of its customers in the
event of a technical malfunction or sabotage of the
infrastructure of the system of cloud computing.

eThe steady increase in the use of cloud computing by
organizations makes it an easy target for cyber-attacks and
therefore the risk levels of data and information safety are
greater when the organization uses cloud computing.

eThe use of cloud computing by the organization increases
the risk of data and information leakage due to the use of
common technical centers, usually outside the control of
the organization.

eMost cloud service providers are relatively small, so life
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expectancy and profitability from cloud services are
unknown, which makes them merging with one another and
thus changing policies and laws that may affect the
organizations' work and the security of their data and
digital information.

elncreased reliance on cloud computing may strength the
cloud service provider's control and weaken the
organization's control, so, that may lead the cloud service
provider to controls the organization's decisions by virtue
of owning its data and digital information.

3. The risks of digital divide:

The digital divide is one of the modern terms that have
been addressed by many scholars who are interested in
ICT. The digital divide has been defined as "the gap
between those who can use the Internet because they
possess the necessary skill and material ability and those
who cannot use the Internet"[18]. The risks of the digital
divide are among the most important challenges to the
economies of developing countries because of the growing
gap over time. The risks of the digital divide can be
summarized as follows[19][20]:

eThe digital divide is a dividing line between peoples,
creating many classes and thus affecting the economies of
poor peoples in terms of digital technologies.

eThe digital divide impacts on the spread of digital
commerce in the communities of developing countries,
limiting their inputs and makes them easy prey for the
communities of developed countries.

e The digital divide hinders the application of e-government
in many developing countries, which will lead to delay in
the implementation of routine transactions of citizens.

eThe digital divide limits the development of international
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trade because of the technical disparity between countries.

eThe digital divide reduces the impact of ICT usage in
government departments due to the disparity of digital
culture among employees themselves.

7. RESEARCH METHODOLOGY
7.1 The Population and Sample of the Research:
The population of this research covers academic and
professional auditors in Erbil - Iraq as shown in table (1).

TABLE (1)
THE STUDY POPULATION

Type No.
Academic — M.Sc. in Accounting 96
Academic — Ph.D. in Accounting 31
Professional Auditor — in Governmental 112
Organizations
Professional Auditor — in Private Companies 157
Total 396

So, the sample of research which selected randomly based
on Yard equation is approximately (199). Therefore, researcher
sent (220) e-questionnaires via e-mail, but the number of valid
questionnaires for analyzing were (137) by (34.6%) of the
research population, (68.8%) of the research sample, and
(62.3%) of the sent questionnaires.

7.2Research Tool:

The questionnaire was designed based on the related
studies to test the main hypothesis of the research. The
researcher divided the questionnaire to 5 main parts to test the 5
sub-hypotheses by submitting 5 paragraphs for each part as
shown in tables (2), (3), (4), (5), and (6).
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TABLE (2)
PARAGRAPHS OF QUESTIONNAIRE FIRST PART
Code Paragraph
A1 | There is an emergency plan to manage the urgent changes
surrounding the organization.
A, | The continuous update of IT is within a specified time
plan.
Az | There is a plan to manage the expected risks that the
organization can be exposed to.
A4 | The applied IT in the organization meets all its practical
needs.
As | The applied organizational structure in the organization
serves the organization's long-term goals.

TABLE (3)

PARAGRAPHS OF QUESTIONNAIRE SECOND PART

Code

Paragraph

B:

The appropriate infrastructure is being set up to
implement the system in an effective manner.

B, | IT infrastructure is maintained to increase the efficiency
of the organization's information systems.

Bs | The staff working on IT is highly qualified and skilled.
B: | Information security applications (confidentiality, safety,
availability) are built to increase the efficiency and
entrepreneurship of the organization's information

systems.
Bs | The organization has clear policies to deal with the

expected risks from implementing the system in an
efficient manner.
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TABLE (4)
PARAGRAPHS OF QUESTIONNAIRE THIRD PART
Code Paragraph

C: | The senior management of the organization provides
the necessary support to implement the IT system
effectively.

C, | Security controls of all kinds, preventive, exploratory
and corrective, are applied against the environmental
risks surrounding the organization.

Cs | Management is keen to manage data and maintain it
periodically in proportion to the changes surrounding
it.

C, | The organization's IT helps to maintain the continuity
of the organization in proportion to its plans recently
and in the future.

Cs | The organization's management works on performance

management and capacity development to serve its
strategic goals.

TABLE (5)
PARAGRAPHS OF QUESTIONNAIRE FORTH PART
Code Paragraph

D; | Ensuring that the IT goals are achieved efficiently and
effectively.

D> | Appropriate controls are provided to ensure the safety
of organization information locally and globally.

Dz | The management of the organization is informed of all
its evaluation results to determine the real surrounding
problems and solve them.

D4 | IT controls help to achieve balance and benefit.

Ds | Ensuring that information is transparent to

shareholders in a timely manner.
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TABLE (6)
PARAGRAPHS OF QUESTIONNAIRE FIFTH PART

Code Paragraph

E: | The efficiency of the internal control systems is
evaluated in proportion to its control directions.
E> | The results of the system application are evaluated and
the deviations are adjusted.
Ez | An appropriate approach and principles are established
to monitor the organization's IT system performance to
verify that it is operating as planned.
Es | The suggestions of the external users of the user's
system are taken into consideration.
Es | Control and evaluate the compliance with external
requirements.

7.3Data Analyzing:

The researcher used percentages and frequencies, standard
deviations, arithmetical averages, T-test to analyze the
collected data. In addition, Cronbach’s Alpha was employed to
test stability of questionnaire’s paragraphs.

The Stability Analyzing

Based on Cronbach’s Alpha results o = 0.694, and
reliability value of a = 0.711 which means paragraphs are
accurate and consistent because o > 0.6.

Test of the Hypotheses

Hi1: There is a significant effect of planning and

organizing on reducing e-Audit risks
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TABLE (7)
ANALYZING RESULTS OF FIRST PART

cee A Std. dev. | T-Test RGN
e average k
As 4.11 0.899 5.61 2
Az 3.94 0.905 5.72 4
As 3.87 0.772 5.23 5
Aq 4.12 0.845 5.75 1
As 3.99 0.812 6.32 3

Table (7) shows the following:

e A4, which is “There is an emergency plan to manage the
urgent changes surrounding the organization”, obtains the best
rank among other paragraphs with (4.12), and standard
deviation value equals (0.845), so it confirms a very good
level of respondents’ compatibility.

e The responds' compatibility of all paragraphs of the 1% part is
very good, and the mean of the arithmetic average for (A1-As)
equals (4.006).

Based on the statistical results of analyzing the 1st part of
the questionnaire, the researcher accepts 1% sub- hypothesis
Hi.1.

Hio: There is a significant effect of ownership and
implementation on reducing e-Audit risks.
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TABLE (8)

ANALYZING RESULTS OF SECOND PART
cee A Std. dev. | T-Test RGN
e average k
B 3.78 0.798 4.99 5
B2 4.01 0.896 4.97 2
B3 4.07 0.911 5.15 1
B4 3.99 0.807 6.13 3
Bs 3.98 0.811 5.23 4

Table (8) shows the following:

e B3, which is “The staff working on IT is highly qualified and
skilled”, obtains the best rank among other paragraphs with
(4.07), and standard deviation value equals (0.911), so it
confirms a very good level of respondents’ compatibility.

e The responds' compatibility of all paragraphs of the 2nd part
is very good, and the mean of the arithmetic average for (B:-
Bs) equals (3.966).

Based on the statistical results of analyzing the 2nd part of
the questionnaire, the researcher accepts the 2" sub- hypothesis
Hi-2.

Hqy3: There is a significant effect of support and delivery on
reducing e-Audit risks.

TABLE (9)

ANALYZING RESULTS OF THIRD PART
Cod A. Ran
e average Std. dev. | T-Test K
C1 3.97 0.794 6.44 3
Co 4.14 0.862 6.13 1
Cs 3.83 0.907 5.54 4
Cs 3.61 0.912 5.62 5
Cs 4.11 0.803 6.21 2
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Table (9) shows the following:

eCy, which is “Security controls of all kinds, preventive,
exploratory and corrective, are applied against the
environmental risks surrounding the organization”, obtains the
best rank among other paragraphs with (4.14), and standard
deviation value equals (0.862), so it confirms a very good
level of respondents’ compatibility.

e The responds' compatibility of all paragraphs of the 3rd part is
very good, and the mean of the arithmetic average for (C:-Cs)
equals (3.932).

Based on the statistical results of analyzing the 3 part of

the questionnaire the researcher accepts 3™ sub-hypothesis Hi-.

Hi4: There is significant effect of monitoring and
evaluating on reducing e-Audit risks.

TABLE (10)

ANALYZING RESULTS OF FORTH PART
cee A Std. dev. | T-Test Ran
e average k
D1 4.12 0.745 5.23 1
D2 4.04 0.728 5.84 3
D3 4.02 0.814 5.51 4
D4 4.09 0.902 5.75 2
Ds 4.01 0.845 5.94 5

Table (10) shows the following:

D1, which is “Ensuring that the IT goals are achieved
efficiently and effectively”, obtains the best rank among other
paragraphs with (4.12), and standard deviation value equals
(0.745), so it confirms a very good level of respondents’
compatibility.

e The responds' compatibility of all paragraphs of the 4th part is
very good, and the mean of the arithmetic average for (D1-Ds)
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equals (4.056).
Based on the statistical results of analyzing the 4™ part of
the questionnaire the researcher accepts 4" sub-hypothesis Hi.a.
Hi4: There is significant effect of control on reducing e-
Audit risks

TABLE (11)

ANALYZING RESULTS OF FIFTH PART
e o Std. dev. | T-Test REIL
e average k
E1 3.19 0.921 5.44 3
E2 3.89 0.872 5.67 4
Es 3.94 0.874 6.34 2
Es4 3.89 0.817 5.41 4
Es 3.99 0.843 6.17 1

Table (11) shows the following:

oEs, which is “Control and evaluate the compliance with
external requirements”, obtains best rank among the other
paragraphs with (3.99), and standard deviation value equals
(0.843), so it confirms a very good level of respondents’
compatibility.

e The responds' compatibility of all paragraphs of the 5th part is
very good, and the mean of the arithmetic average for (E1-Es)
equals (3.780).

Based on the statistical results of analyzing the 5™ part of
the questionnaire the researcher accepts 5" sub-hypothesis Hi.a.

The researcher accepts main hypothesis of research which
is “There is a statistically significant effect of COBIT2019 on
reducing e-Audit risks”, due to the acceptance of all sub-
hypotheses.
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8. CONCLUSIONS AND RECOMMENDATIONS
8.1 Conclusions:

1.

The results showed that there is an average interest by
responders in Erbil to readiness of implementing
COBIT2019 as an effective system in reducing e-Audit risks.

. There is an average level of awareness among auditors and

academics in Erbil of the COBIT2019 importance, how to
achieve maximum benefit from it, and how to deal with it.

. There is a good interest among auditors and academics to

track recent developments in IT governance that relate to
controlling the confidentiality of information and storage.
Applying of e-audit through the efficient implementation of
COBIT2019 can enhance the position of the audit profession
as an important control tool.

. Applying of e-audit through the efficient implementation of

COBIT2019 can increase public confidence in the internal
and external control systems, and contribute to the
development of audit methods.

8.2 Recommendations:

1.

2.

The need to enhance the IT infrastructure and increase the
public confidence in IT environment.

The government should work to reduce the e-Audit risks by
enforcing all organizations to implement COBIT2019
Framework.

. The government should encourage the applying of e-Audit in

the organizations because that can be a good motivation to
enhance the IT infrastructure in the country.

Organize educational seminars and training programs for
auditors to increase their awareness about the importance of
COBIT2019 framework, and its positive impact on e-Audit
and IT environment.
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